A universal architecture to anonymize any applicatn or protocol and
turn it into an independent decentralized p2p netwdk inside browsers
and servers, with browsers acting as servers

CONVERGENCE
1. Description

This proposal is a complete redesign of our initi@onvergence proposal from 2015
(http://www.peersm.com/Convergence.pahich was intended as a research study for aicdtU

By “Convergence” in this proposal we don't refera®pecific network or node but to methods using
the Convergence principles

1.1 Background and rationale

The initial Convergence proposal was written basadthe observation that we must invent one
network/system per need if we want to evade big dantralization and protect privacy/anonymity: to
browse, to chat, to email, to exchange files, tsdoial networking or cooperative work, to do coypt
currency, to protect the users from their conneotgdcts, to handle peer identities.

So it did envision the support of any type of apgiions and protocols on top of a secure
anonymization system, inside browsers and servers

The first part is very exactly what IPFS did, irdilng the crypto currency concept in our proposal to
sustain the network (Filecoin)

But IPFS is not at all designed for privacy, thE$team knows that they will have to address thgeis
but it's not even part of their roadmap

And IPFS adoption is not for all protocols, manletnetworks will not use it and lack privacy too

That's why we are proposing the Convergence cosgcegtich are still very up to date, with a major
novelty: the introduction oEvented Pipes Methods (https://github.com/Ayms/node-Tor#phase-4-and-
phase-fandhttps://github.com/Ayms/node-Tor/blob/master/doE&SARME.md)

This implies a more generic architecture usable by amyopol or application, without imposing a
format as initially foreseen, the example of IPF&mdnstrates that it's useless to propose an
architecture that duplicates things, but very usefpropose a privacy by design architecture wesall
everybody

We propose to implement gecentralized and secure architecture using the mosvidely spread
unified/open/standard system (not platform/device dpendent): browsers, that would allow any
solution/protocol to work on top of it, without requiring any specific installation or skills to usef.

Browsers can run javascript applications as stam#abpplications and act as autonomous nodes to
relay data
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The installation process of Convergence and relapgdications will be as simple as browsing a site
that will deliver the code without requiring anyaet from the users, the applications will then axe
inside browsers with the possibility to continuedo in background when they are closed, in addlitio
the code can be stored in a secure way inside lanter&let and checked via a third party (a hash on
github for example) eliminating the need to loafitotm the outside

The integration by any protocol or application viaé as simple as chaining pipes to Convergence
The whole system is using hybrid nodes whether irde browsers and servers
1.2 Main concepts and implementation

The anonymizer networks are thousands of nodeditit@n network is the same, the bittorrent
network is hundreds of millions of peespwsers are billions

So browsers are a good candidate to build p2p dedealized network, they allow to easily use
applications without any installation on any devicefix or mobile

In addition browsers have all required featureswsers can discuss between each other (WebRTC),
browsers can discuss with networks (WebSockets, )XHRwsers can store data and manipulate files
(indexedDB, File API), browsers can stream (builsblution and Streams API), browsers can handle
work in background (Workers), browsers can handigpto (WebCrypto), browsers can proxy
(SOCKS), browsers can handle modules as indepeageiitations (Web Components)

One past drawback of using a browser for applioativas that it was required to let it open to run
them. This was solved with the Service Workers Hilmw to run a browser instance and associated
applications in background.

The implementation will use theode-Tor project (https://github.com/Ayms/node-Tiprthe initial
development has been founded by Nais (two yednssgs 1 to 3 (refactor/modernize the code, split
into modules, release open source) were fundedumgtNunder NGI PET call

We propose first to implement phases 4 (partiaflyedoped), 5 and 6 which consists in implementing
the Evented Pipes Methods (allowing typicallyipfs.pipe(node-Tor) or bitcoin.pipe(node-Tor)), update
the Tor protocol to elliptic crypto and implemehetWebRTC transport

The node-Tor project is the only existing implenagioin of the Tor protocol in Javascript, it exiatsa
nodejs module which has been browserified as aatane secure webapp also

It should not be misunderstood with the Tor network even if compatible with it, this is a complete
implementation of the Tor protocol that can be useginonymize any protocol/data transfer

It allows to create Tor protocol nodes as serversiside browsers acting as nodes also, using the
module as an onion proxy, onion router or both

The project is already usable but partially in faght now what starts everything is always a senp
call to thenode-Tor function, typicallynode-Tor (request)
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Even if simple, the problem is that properties lo¢ tequest object must be set depending on the
protocol used which is not easy to do, and thaaindesign was more request oriented, ie send a
request and get the response, which could be a gideam, then not really fully bidirectional

This is the purpose of the design of tBeented pipes methods that will simply allow to pipe (and
chain) any protocol to node-Tor both way

Example of pipe and chaining:

http.pipe(par ser).pipe(gzip).pipe(TLS).pipe(node-Tor) (https over node-Tor)

or using the RendezVous protocol

bitcoi n/i pfs/webtor rent/etc).pipe(node-Tor).pipe(RDV peer)

Another issue is that currently “old” RSA cryptoimplemented, and it does not fit very well with
modern projects (like IPFS) so we propose to imgleinthe MESSAGE?2 Tor protocol messages using

elliptic crypto

The Evented Pipes Methods will allow to pipe any protocol whether from a mejsl platform, browser,
but also from other platforms, for example using @imix pipes or sockets

Example:bitcoin | node-Tor | bitcoin

The network architecture is briefly summarizedigufe 1:
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Each peer is connected to several other peersvaidndps who are serving the requesting peer dyrectl
or are acting as Rendez-vous points to relay thesages between the different peers, similar
somewhere to the Tor hidden services mechanisms

Each peer maintains 5 anonymized circuits betweewsers (WebRTC) and/or between browsers and
servers (WebSocket) and/or between servers andrserv

The peer discovery mechanism is supposed to beemmsoited by the protocol piping to Convergence,
nevertheless we will implement a default one catleeifacilitator (part of phase 6) handling peers
information (onion keys and addresses) both fombers and servers and being able to relay the
introduction messages for WebRTC (SDP)

The hybrid system will allow any combination of c&ations between browsers and servers, this will
be implemented with phase 7

In addition relays are peers and peers are relagl (okers), so they implement both the Tor protocol
and the RDV protocol, which means that they cameséirectly the requesting peer or serve it via a
RDV peer, in addition peers can extend the hopsHer peers (for example A is connected to C via B,
C can't serve A but is connected to E via D whows& that can serve A)

The dual peers and hops extensions capabilitidsb@iimplemented in phase 8, this is experimental
and might be subject to changes, this does notisitbghe RDV and dual peers concept but extends i

The RDV protocol is similar to Hidden services buthout using onion addresses, instead it uses a
simple hash of Something”, it can be a reference to a file or a referera protocol, for example by
standard it could be defined a hash of “SatoshiaNako” for bitcoin that any peer implementing a
bitcoin node would advertise to the RDV points,aoreference to “whatever” in fact, just giving the
ability to any peer to advertise anonymously whabes

Right now the RDV protocol uses specific Tor praioextended messages specified by us, we believe
that it is useless and should be reverted to threpf@ocol standard messages, maybe upaugling
messages to advertise the hashes or with just dditiceal message (currentRELAY DB INFO),

this will be implemented with phase 9

And to finish we will implement phase 10 piping @engence via unix pipes
This will represent at the end a module usableryymotocol anonymizing any projects and offering
them a p2p/user (human centric) control using bessvand modern web transports not involving

necessarily third parties or servers

We have insisted here on the pipe and chainingbdi#pess within the Convergence architecture it can
also easily bridge with other networks (for exantple Web with Exit nodes)

The whole system will constitusm encrypted serverless anonymous P2P netwothat safeguards
the confidentiality and privacy of the user's infomation for any protocol and application, on any
device fix or mobile

1.3 State of the art
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Many networks exist (Tor network, freenet, bittortra2p, ipfs, cjdns, Tribler, WebTorrent, IPFS,Gn
net, Diaspora, etc)

To take a few, the Tor network has been designebtrfmnsing only (unlike some people think, using
wrongly hidden services for any purpose), is cdiaed and far too small to envision any P2P
application on top of it, I2P and freenet have bdesigned to share content (although they propose
services), with a level of complexity not accessitd normal users, the bittorrent network is used t
share content only too, is quite efficient but designed at all to protect privacy , same apples t
IPFS, cjdns proposes the same type of architethare Convergence but is more designed to prevent
DDOS attacks and does not protect privacy/anonynitig Tribler project is a Tor project-like
implementation of the Tor protocol with bittorrgabtocol not compatible with browsers.

So, some of them are including privacy/anonymittdees but the common point of all those projects
is that they are difficult to integrate with otharojects, risky (for example we saw recently aditc
security breach while using the Tor project codefl/ar just failed to sustain themselves as p2p
networks, mainly because they are too small ane thee no incentive to sustain them

As already stated node-Tor is the only project enpénting the Tor protocol inside browsers, but
that's not all, if we compare with Tor network profs’ Flashproxy and Snowflake (still not even
completely released) it is much more sophisticatade it does not only relay Tor messages butyreall
handles the Tor protocol messages at browser éaklt does implement the RDV protocol

To summarize, regarding the state of the art, nothg exist to allow what we are proposing

In addition, whether on browser or server sidle code is only ~1 MB not minified(so 500 kB
minified), which is quite small for what it doesaking it easy to integrate compared to the sprawlin
Tor project code, and unlike the Tor project cadecdludes a very few dependencies making the code
more robust, secure and easy to adapt

1.4 Proof of concept and test configuration

The proof of concept with browsers has been demomated by the Peersm project

(http://www.peersm.colp which implements all the crypto of the Tor pmbinside browsers (the
demo linkhttp://peersm.com/peersni2for now disabled because the project is betviwersteps) and
was the first p2p project able to stream videos inside browsers from bittorrent

The test and phases validation configurations are:
- Phases 4 (evented pipe methods) and 5 (elliptic gtp)
<browser>> <node-Tor node>> Tor network nodes> Tor network Exit node
And
<browser>> <node-Tor node>>» Tor network nodes> <node-Tor RDV point>

Where > are Tor protocol circuits piping the protocol(sfed, it's of course bidirectional but
shows the way the anonymized circuits are estadalish
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Then from the browser an URL can be entered arsdviti fetch the related resource via the Exit
node fttp.pipe(node-Tor)) or a reference to a file (hash) can be entereldtlais will transfer the
data from a peer that hasar @b.pipe(node-Tor), indexedDB is used here for browser storage

This demonstrates the compatibility with the Totwak (ie correct implementation of the Tor
protocol with elliptic crypto), the p2p capabilsieand how easy to use and efficient are the
Evented Pipes Methods

- Phase 6 (WebRTC):

<browserl>><browser2>>...-> <browser n>

Or

<browserl>><browser2>><browser3 (RDV)%-<browserdx-<browser5x%-<browser6>

Where browser can be a RDV point or a Tor protoumle, the test configuration here will use
peer to peer download (what we call teb protocol)

Note that once bootstrapped the system can sussaih alone since peers can introduce each
other without requiring théacilitator (A knows B that knows C, B can send to A the B SDP
introduction message, see below), a quick remihder WebRTC works is illustrated below:
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- Phase 7 (hybrid):

<server node><browser>><browser>><server node>

Peer to peer download again whexeuses WebRTC and WebSockets

- Phase 8 and 9 (hops extension, RDV protocol and dut peers introduction)

<browserl>><browser2>>»<browser3><browserd><browser5x<browser6-><browse

r7>&<-><browser8-><browser9>

Where<-> can be established both ways, and where brows#riequest a hash that browser3
can’'t serve but that browser9 can, or just a hash browser3 knows to demonstrate the hops
extension (with redesigned RDV protocol), dual pespabilities and autonomous peer to peer

introduction

- Phase 10 (pipe/chaining methods from non nodejs/bnser platforms):

bitcoin | node-Tor | bitcoin
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<node-Tor>»<node-Tor or Tor network®<node-Tor or Tor network> bitcoin node

Where “bitcoin” is based on our bitcoin-transactiamodule fittps://github.com/Ayms/bitcoin-
transactionsusing stdin/stdout for the protocol (becauseddash bitcoin nodes don’t do this) and
where an exit node is used to reach a bitcoin naéode-Tor and several hops (nodes can be
server or browsers)

1.5 Quick technical and security overview

Browsers and javascript are often associated tovtrd “insecure”, this is somewhere true when
we are considering browsing, this is false in tbatext of Convergence, because Convergence
does not include traditional browsing, this sectgoickly scans some security concerns

» Global architecture
* Crypto inside browsers

While quite difficult some years ago, crypto insideowsers is now relatively easy,
nevertheless we will keep node-Tor javascript arypecause the Tor protocol implements
specific progressive hash and encryption suppdyatbbody (openssl, WebCrypto, NSS)

e Number of hops

Since WebRTC with the peer introduction mechanisakes it difficult to create connections,
it appears not easy to build the standard thres fampeach connection.

In addition, Convergence does not foresee to us€CREATE_FAST cells, therefore the first
node in a circuit can’t know it is the first onehas to be noted that two hops is not necessarily
the number of hops since the circuits are likelpecextended.

e The Guards concept

This concept of the Tor network insures to keepsimme “well established”/long-running first
node during a circuit lifetime which reduces thehability of connecting to someone that
controls the first and the last node of a circad @ould therefore correlate traffic.

We consider that this does not apply to Convergenoeiples, since browsers are volatile,
subject to change and a Convergence based netsvodt centralized

* Blocking browsers - obfuscation

Browsers are difficult to block since users areallgubehind a NAT and their IP address
change, nevertheless WebSockets and WebRTC prsthawk specific fingerprints and could
be blocked, there are no signs today that thisvaeipen (for example the Peersm file sharing
project easily passes the Great China FirewallfuSiation could be used, now it has to be
noted that it's not trivial to determine what proddimplements a node piping to Convergence
(can be IPFS, WebTorrent, whatever)

e Security compared to Tor
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For the general architecture if we compare tohaldttacks/threats studied in the context of the
Tor network, most of them cannot apply to ConvecgeBecause most of the attacks are linked
to the inherent dangerousness of browsing the wdbredated implications.

* Adversaries tactics and tracking

We believe it matters that a node knows it is tingt fone (like the Tor network bridges),
because it can deanonymize those that are conntectedhat’s why Convergence will not use
the CREATE_FAST cells, the nodes cannot know intwiasition they are (unlike the Tor
network the first node cannot check among a fikitewn list of relays if the previous one is a
relay or an user). In addition, two hops is notassarily the path that will follow the messages
since the peers can extend hops. So at the emttoiies quite difficult to know who is doing
what and who is connected to who, because peerslags and relays are peers

« NAT traversal

Convergence has no other choice than using whaRWe&loffers, so using STUN servers for
NAT traversal (but TURN relay servers are not cdesed), we don’t think that it matters that
STUN servers know about the peers (and therefarkel e able to trace a connection).

» Code loading and centralization

The code of Convergence and related applicatiorlsaded from a web site, typically the
applications web sites.

But this is not centralized since the code canugichted on other web sites in case the above
ones are blocked, or can be retrieved from diffeseirces such as social networks, the cloud
or blockchains.

Securing the code loading of a web applicatiomisiasolvable problem if we don’t involve a
third party that can validate the code,

* WebRTC mode and block size

WebRTC empiric uses regarding packet loss pos#gisiladvises a size of 1024B < payload of
IP, UDP, DTLS, and SCTP protocols ~1150 B - unl@éanode, so, since the Tor protocol is
fragmenting by blocks of 498B it seems logical &&j this size (we could change this but the
system must be compatible with the Tor network @gai

e WebRTC security issue

WebRTC is using self-signed certificates, the SpRef introduction) does include the
fingerprint of the certificate, this is not enoughguarantee that there is not a MITM peer in the
middle. Therefore the standards foresee to adchanatechanism where the fingerprint of the
DTLS certificate will be signed by a third partyattknows the peer, typically a social network
where the peer has an account, this is of courseamsidered here since the Tor protocol does
this much better and eliminates this risk

It is well known that WebRTC will leak the IP addseof the browser while browsing the web,
this does not apply here since the applicatiorotdonowsing but embedded inside the browsers
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* Browsers issues

This is a misdesign of the web that we have raisederal times to the W3C: security
procedures don'’t allow a https page to downgradesi@nd a Convergence node can't uss
therefore a browser node can’t use https to loadtilde, same happen with Service Workers

Anyway, we have demonstratedhttps://peersm.com/wallet way to secure the code loading
even with http

1.6 Open licenses

node-Tor is under a MIT open source license anasisg Forge sjcl, RSA and ECC in JavaScrjpt
Browserify, Terserand other modules from us under a MIT license,wile use alsoElliptic for
Convergence

1.7 Exploitation potential

We believe that Convergence technology could begnated natively inside browsers, like Brave is
integrating IPFS, Webtorrent and the Tor projeaec¢but the wrong way for us since it is using a
localhost socks proxy)

This would allow an infinity of possibilities forate data transfer and storage, removing therentte
risk of loading the code as a webapp from the datsand could probably revive some dead concepts
like abandoned Google uproxy project

On another hand, this just simply gives the pobsilfor any, on any device to anonymize itself,iefh
currently does not exist at all

1.8 Encouragements over years

node-Tor is well known and starred many times, maagple in the past did request to move forward
for some of their needs (see node-Tor issues) edvey the Convergence principles (including some
proposals to include it natively in FF OS), the e#dt discussion happened with IPFS
(https://github.com/ipfs/ipfs/issues/43But surprisingly it's not a priority to implemepirivacy for
IPFS, we keep the option to integrate one day Aai&=onvergence with libp2p but the whole IPFS
ecosystem is not trivial and it is still betteriave a standalone Convergence module easy to use by
everybody

1.9 Challenge

This proposal is ambitious but we are confideribrieak all possible barriers, probably some partis wi
be adapted during the project

We are confident that the funding will be well ussel the project useful “to anonymize the world”,
years after years the same needs keep resurfaciral, leading to a Convergence-like design
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